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Abstract. In this paper, we present a sophisticated mechanism that allows an ap-
plication to tightly control the way I/O events are handled within the underlying
operating system’s kernel. The goal is to provide an efficient user-level interface
to allow applications to quickly detect and handle asynchronous I/O events. Re-
activity is obviously a crucial property for many time-critical applications. For
instance, it is a major issue in distributed applications where poor reactivity to
communication events may have a direct influence on the observed latency of
communications, and may even impact on the whole application behavior. Our
approach is based on an extension of theScheduler Activationkernel scheduling
model, originally proposed by Anderson et al. The idea is to minimize the time
elapsed between the detection of an I/O event within the kernel and the schedul-
ing of the appropriate user-level thread within the application. The progress of
I/O operations still takes place in kernel space, but the scheduling decisions are
taken in user space. We have implemented the core of our proposal within the
Linux kernel, and the PM2 multithreading environment was ported on top of the
corresponding user-level API. Our experiments demonstrate that the implemen-
tation of our kernel extensions is very efficient and that the overhead introduced
by the user-level interface is very small. Moreover, the observed results show that
our approach competes favorably against approaches based on the use of signals
or kernel threads.

1 Introduction

In the past few years, the widespread use of clusters of SMP workstations for paral-
lel computing has lead many research teams to work on the design of portable multi-
threaded programming environments [1, 2]. One major challenge is to design environ-
ments that reconcile the portability and efficiency requirements of parallel applications:
applications have to be portable across a wide variety of underlying hardware while still
being able to exploit much of its performance. Most noticeably, many efforts have been
focused on the problem of performing efficient communications in a portable way [3,
4] on top of high-speed networks [5, 6].

However, one major property has often been neglected in the design of these dis-
tributed runtime systems: thereactivity to communication events. We callreactivityof
an application its ability to handle external, asynchronous events as soon as possible
within the course of its regular execution. Trying to minimize (or at least to bound)
the response time to a network event is indeed a critical parameter for many applica-
tions since the observedlatencyof messages may become proportionally long. Actually,



many distributed environments suffer from this problem since the performance of mech-
anisms involving synchronous interactions between nodes directly depends on their re-
activity to incoming communications. A Distributed Shared Memory (DSM) subsys-
tem, for instance, may behave very poorly if the internal request messages exchanged
to fetch remote data are not handled as soon as they reach the destination node[7].
MPI can also be subject to such bottlenecks when using asynchronous primitive such
as asynchronous sends (isend() )[8] or remote get and put operations (MPI2). Most
communication schemes including a back and forth interaction with a remote agent,
such as a remote procedure call, are extremely sensitive to the reactivity of the peer.

In this paper, we investigate the problem of maximizing the reactivity to I/O events
in a user-level multithreaded context, focusing on I/O events detected in kernel space,
such as those notified by hardware interrupts (see [9] for a discussion about detecting
I/O events in a reactive manner by using a user-level polling-oriented policy). More pre-
cisely, our goal is to propose a mechanism able to quickly propagate kernel I/O events
to the application. That is, we try to minimize the time elapsed between the detection of
an I/O event (typically notified by a hardware interrupt) and the execution of the appro-
priate user-level handler within the application. This mechanism is an extension of the
Scheduler Activationsmodel introduced by Anderson et al [10]. A flexible user-level
API allows the application to tightly control the scheduling of threads when I/O events
are detected, thanks to a sophisticated cooperation between the kernel and user space
applications.

2 Dealing with I/O events in a multithreaded context

To understand how an I/O event is typically handled within a multithreaded application,
let us start from the point where I/O events are actually detected: inside the operating
system’s kernel. For instance, let us consider an I/O event notified by an hardware in-
terrupt. For obvious security reasons, hardware interrupts cannot be handled directly
in user-space (at least in traditional operating systems). Indeed, the occurrence of such
an interrupt usually triggers the execution of an interrupt handler within the operating
system’s kernel. Then, the corresponding event may in turn be notified to a process (or
kernel thread) either asynchronously or synchronously.

In the second case, a process (or kernel thread) can be notified synchronously by
performing a blocking system call, sleeping inside the kernel until the appropriate event
occurs. The triggering of the corresponding interrupt will simply wake up the process
and, later, let it return back in user space. This mechanism has the advantage to be
extremely simple from the application’s point of view. However, its efficiency depends
on the capability of the thread scheduler to execute the kernel thread as soon as it is
woken up, especially if the number of threads in “ready” state exceeds the number of
processors.

TheScheduler Activationsscheduling model, proposed by Anderson et al [10], fea-
tures a set of mechanisms that enable the kernel to notify a user-level process whenever
it makes a scheduling decision affecting one of the process’s threads. It is implemented
as a set ofup-callsanddown-calls.



A traditional system call is adown-call, from the user-level down into a kernel-
level function. The new idea is to introduce a correspondingup-call, from the kernel up
into a user-level function. An up-call can pass parameters, just as system calls do. An
activation is an execution context (i.e., a task control block in the kernel, similar to a
kernel-level thread belonging to the process) that the kernel utilizes to make the up-call.
The key-point is that each time the kernel takes a scheduling action affecting any of an
application’s threads, the application receives a report of this fact and can take actions to
(re)schedule the user-level threads under its control. Of course, if several events occur
at the same time, only one upcall is done to notify all the events. Figure 1 illustrates
how a blocking system call is handled by such a system.
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1(a) The user-level thread1 is running onto an activationA bounded to a processor.
1(b) The thread1 makes a system call blocking the activationA. Another activationB is

launched which runs another user-level thread2.
1(c) An interrupt occurs waking up the blocked activationA.
1(d) A new activationC is created to send the unblocking notice event. To run this activa-

tion, the activationB is preempted. The activationC can chose which user thread to run.
ActivationsA andB can be discarded once the state of their thread has been sent to the
application in the upcall.

Fig. 1.Blocking System Call

There are several issues with the original Scheduler Activation model that make
it difficult to obtain an efficient implementation[11]. First, a lot of information needs
to be sent by the kernel to the application. Each time a preemption or an unblocking
notice occurs, the kernel needs to send to the application the state of the preempted
or unblocked thread. When a thread executes a blocking system call and resumes, the
application needs to manage (copy) those information several times. Another difficulty
comes from the fact that the application has no control at all over the number of vir-
tual processors assigned to it (it only knows the number of currently assigned virtual
processors). This means that the application (in particular upcalls) has to be made com-
pletely reentrant. Finally, the fact that the upcalls tell the application about the state of
the interrupted (or unblocked) thread makes this model unable to handle internal kernel
scheduling state. A blocked thread has to run in kernel mode until it becomes ready to
come back in user mode before being signaled as unblocked for the application.



3 Our Proposition: an Efficient and Reactive Scheduling Model

3.1 A New SA-like Scheduling Model

To solve the aforementioned issues, we propose an extension of the Scheduler Activa-
tion model. The key idea is that the operating system kernel can not change the num-
ber of processors assigned to an application during its execution anymore. If a thread
blocks, the kernel still has to create a new activation to give back the virtual processor
to the application. However, the kernel is not allowed to preempt a virtual processor on
its own anymore. More precisely, if the kernel preempts an activation of an application
(as this often occurs in a time-shared operating system such as Linux), the application
is simply left unnotified.

Interrupt (timer, system call . . . )

user code

signal (start)

kernel code

User space

Kernel space

signal handler

user code

signal (end)

(a) Signal Flow

Interrupt (timer, system call . . . )

user code

upcall (start)

kernel code

User space

Kernel space

upcall handler

user code

(b) Upcall Flow

2(a) At the end of the signal handler, a system call switch to kernel mode to restore the user
environment.

2(b) At the end of the upcall, the user library is able to directly continue the interrupted user
code. The upcall handler must take care to restore the proper environment, but no system
call is needed anymore.

Fig. 2.Restarting After an Event

In our model, upcalls are always performed within the currently running activation,
like Unix signals. However, at the end of the upcall, the application does not go back
into the kernel using a system call as it is done for signals. Thus, our upcalls are very
cheap: there is only the addition of the execution of a user-space function with respect to
a standard kernel/user space transition. Figure 2 shows our mechanism used to launch
an upcall and Figure 3 illustrates how a blocking system call is handled by our new
system. The kernel/user interface features several upcalls used by the kernel to notify
the application. Obviously, a few system calls are also needed by the application to
interact with the kernel.

Upcalls The main originality of our model is that the user-level thread scheduler has
a complete control over the scheduling of threads, even at times they block or wake up
within the kernel. This explains why the upcalls performed by the kernel in our model
are slightly different from the ones in the original model. Two kinds of events may be
reported by the kernel.Synchronous eventsare reported by upcalls raised synchronously
with respect to the currently running thread. That is, the upcall is raised when the thread
can not follow its standard flow of execution. Such upcalls typically tell the application
that the current thread has just blocked (upcallblock) and indicate if a new activation
has been created or if a previously unblocked one has been restarted. On the opposite,
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3(a) The user-level thread1 is running onto an activationA bounded to a processor.
3(b) The thread1 makes a system call blocking the activationA in the kernel. Another activa-

tion B is launched which runs another user-level thread2.
3(c) An interrupt occurs. The blocked activationA is now ready to wake up (but it will only

wake up when requested by the application).
3(d) The activationB is used to send the unblocking notice event with an upcall. The user

thread scheduler puts the thread1 in the ready-to-run thread queue. Its register state is
unknown to the application: the thread is always in the kernel.

3(e) When the user thread scheduler wants to restart the unblocked thread, it saves the currently
running thread state and discards the current activation in favor of the unblocked thread
activation.

Fig. 3.Blocking System Call

asynchronous eventsare reported by upcalls that behave like Unix signals. For instance,
theunblock upcall is used to notify the application that some previously blocked activa-
tions can now be resumed. Thus, the application can choose which one is to be restarted
immediately.

System CallsAn application can use several system calls to use and control the Sched-
uler Activations mechanism. Theinit system call is performed at initialization time to
notify the kernel that the application will use the Scheduler Activations mechanism.
The kernel is also told about the addresses of the user-space upcalls entries and the
addresses of some variables accessed by the kernel. Therevoke system call tells the
kernel that the application does not need the underlying virtual processor anymore until
either the application requests this virtual processor again or a blocked activation wakes
up. Therequestsystem call is used by the application to tell the kernel that it wants to
use (again) a virtual processor that has been revoked. Finally, thewakeup(act id )
system call destroys the current activation so that the unblocked activation of identifier
act id can be resumed within this virtual processor.

3.2 A User-Level Interface to our SA Model Extension

Obviously, such a complex scheduling mechanism is not intended to be used directly
by regular applications. Therefore, we developed a stack of software layers to meet



the needs of a wide range of applications. The overall design of our implementation is
shown on figure 4.

Kernel

Upcall
Management

Core Thread System

User Application

Specialization Layer

system
call

upcall

Fig. 4.User Interface Design

TheCore Thread Systemis the most important part of our thread package. It is re-
sponsible for providing the core locking mechanisms, for managing thread related data
structures (thread control blocks) and for managing thread states. It also provides a ba-
sic scheduling policy (round robin) that is used by default for scheduling decisions. The
Upcall Management layerhandles all events sent by the kernel to our thread package
by the means of upcalls. These functions modify the thread states when needed. For
instance, this layer is responsible for removing blocked threads from the ready queue,
and for inserting unblocked threads back into this queue. TheSpecialization Layer
is intended to be used by the application to customize the behavior of the core thread
system. In particular, several scheduling functions can be redefined very easily, such as
the function responsible for choosing the next thread to run each time a context switch
takes place (find_next_to_run ). So, virtually any kind of scheduling policy can
be implemented on top of our software stack, because the control over the scheduling
of kernel activations is entirely done in user space.

The Core Thread System Interface The core thread system is mainly used by the
specialization layer, though it may also be used directly by the application. It features
all basic thread operations such as thread creation, destruction, synchronization,etc.
These functions are often extended in the specialization layer in order to manage more
attributes or to offer more advanced features (synchronization barriers,etc.). It also
provides some low-level entry points to manage the core thread system. One of the most
important is thethread find next to run function invoked by the core thread
system each time a context switch is performed between user-level threads.

This has been inspired by the OpenThread interface[12] where the application has
the ability to manage thread queues and to register call-back functions for each thread
state transition. However, the fact that our system can manage more than one processor
(ie real parallelism) makes this interface not usable as-is. For example, the locking
scheme can not be the same if the application wants one run queue per virtual processor
or one for the whole application. So, for now, such customizations, though possible (and
actually implemented), require deep modifications within the library.



4 Implementation Issues

We now discuss the main issues we had to address during the implementation of our
model, focusing on the issues related to our extension of the Scheduler Activation (SA)
model. Issues related to the original model are discussed in [10].

4.1 On the number of Kernel Activations

In the original SA model, an unblocked activation is destroyed as soon as the corre-
sponding event has been notified to the application. In our model, as we do not transmit
the state of blocked threads to user mode anymore, the activation cannot be destroyed
at this point. We must wait for the application to request a restart of the unblocked ac-
tivation. However, this new model does not require more activations than the original.
The activations can live longer, but the kernel creates the same number of activations as
in the original model. In particular, when an activation blocks, the kernel tries to restart
an unblocked one (if available) instead of creating a new one. So, new activations are
created only when a virtual processor becomes free while all activations are either in
“running” or “blocked” states.

For now, there is no limit in our implementation about the number of activations that
can be created by the kernel. If each user thread executes a blocking system call, then
there will be as many [blocked] activations created by the kernel as user threads. To
limit kernel resources, we could make blocking system calls either fail or not generate
an upcall. However, this leads to other problems: what should be done if all blocked
threads need the action of another user thread (not launched due to resource limit on the
number of activation) to unblock. Lack of activation could also lead to a special signal
so that the application can try to unblock some of its threads or exit with an error code.
However, all these behaviors are different from the one of a standard thread library. So,
no limit is implemented and, in the bad case, our model can consume as many kernel
resources as in the current standard pure-kernel thread library.

4.2 Critical Sections and Upcall Reentrancy

The problem of concurrency between upcalls and user-level code is a hard one, and
there are a number of situations where upcalls should be delayed because their execu-
tion may conflict with some currently running user-level execution flow, or even with
another upcall within the same virtual processor. We solved these problems by imple-
menting a cheap per-virtual processor mutual exclusion mechanism accessed by both
user-space and kernel-space. Each virtual processor is equipped with its own lock vari-
able, which is allocated in user-space. Of course, the kernel is told about the location of
each of these locks at initialization time.

Just before executing an upcall on a virtual processor, the kernel sets the variable.
The user-level core has the responsibility to clean this variable at the end of each upcall.
So, when the kernel wants to make an informative upcall while this variable is set, the
upcall is delayed. In the case the kernel wants to make an upcall because the previous



activation has just blocked, then the event is simply not reported to the application and
thus the previous blocked activation is still considered as running. When the activation
unblocks, it resumes as if it never stopped. This case (blocking during an upcall) should
be rather rare but needs to be correctly handled. We cannot launch yet another upcall if
the previous one has been interrupted because the upcall code has been swapped out.

5 Performance

All the features described in this paper were implemented within the Linux kernel
(v2.4.19). We now present an evaluation of the cost of some raw kernel mechanisms
we did implement. This can be viewed as the overhead of our mechanism compared to
a pure kernel-level scheduler.

5.1 The Cost of Kernel Mechanisms

Performing an Upcall.To perform an upcall, the kernel only needs to write a few pa-
rameters on the user stack (previous stack pointer and program counter, virtual proces-
sor number, . . . ) before returning as it usually does. On the application side, the upcall
handler is executed and then uses a mini assembly trampoline to return to the previ-
ously interrupted code. In table 1, one can see the time lost by the application when
the kernel preempts the application and executes an upcall, a signal handler or nothing
(just returns after regular kernel mode processing). These measures have been taken
on an Intel P4 1.8GHz processor. All numbers were gathered from multiple runs. The
initial run is not timed to reduce cold cache miss effects. One can observe that upcalls
and signal handlers add a few overhead with respect to a regular return. However this
overhead is smaller for an upcall than for a signal handler. This is due to the fact that
the kernel does not need to save and restore all registers for an upcall.

Time lost Overhead

Regular path 13.1µs 0 (+0 %)
Upcall 14.1µs +1.0µs (+7.63 %)
Signal handler16.5µs +3.4µs (+25.95 %)

Table 1.Upcalls Overhead

upcall overhead 1.0µs
getpid() 0.92µs
act cntl(RESTART UNBLOCKED,
id)

2.17µs

Table 2.Restart Overhead and System Calls

Restarting an Unblocked Activation.As explained earlier, the restart of an
unblocked thread requires a system call in our model, because the under-
lying activation may be suspended deep in the kernel. Such a system call
(act cntl(ACT CNTL RESTARTUNBLOCKED, id) ) discards the current activa-
tion and restarts the unblocked one (with the idid ) on the current virtual processor.
In table 2, one can see the time needed by a basic system call (getpid ) and the time
needed to restart an unblocked activation. For the latter, we measure the time from
the beginning of the system call to the effective restart of the unblocked thread: this



time includes the system call and the upcall generated when the unblocked activation
restarts. So, the overhead due to discarding the previous activation and switching to the
awakened one costs only0.25 µs.

5.2 Efficiency and Flexibility

We now evaluate the overhead of our Scheduler Activation model within a user-level
thread scheduler, using both a POSIX-compliant API and the API of the PM2 dis-
tributed programming environment [2], which was ported on top of our software stack.
Table 3 shows the time needed to perform a context switch between user-threads, and
the execution time of a synthetic program (sumtime ) that creates, synchronizes and
destroys a large number of threads (it makes a sum of then first integers recursively,
each thread managing half of the interval of its father).

yield() sumtime(2000)

libpthread 1.16µs 7215 ms
POSIX 1.01µs 12 ms
PM2 0.40µs 12 ms

Table 3.Basic Thread Operations

We can see that in any case, our user-level libraries perform a lot better than the
Linux kernel thread library, while keeping the ability to use SMP machines and cor-
rectly manage blocking system calls). The POSIX thread version does not improve a
lot theyield operation since it is not a pthread call but a system call (libpthread
does not havepthread yield operation,sched_yield is used instead). The lit-
tle improvement comes from the fact that there is only one running kernel thread
with our POSIX library (so no real kernel context switch is performed) while there
are two with thelibpthread library (one for each application thread). If we rede-
fine thesched yield() call as an alias for ourthread yield() function in the
POSIX library, then POSIX and PM2 libraries show similar performance foryield()
operations. With thesumtime program, the lost of performance with the standard
libpthread library worsens when the number of threads grows. In this example,
the program manages about 2000 threads. With our thread libraries, we can easily
use this program with more than 100 000 threads. It is not possible with the standard
libpthread library.

6 Conclusion and future work

In this paper, we present the design and implementation of a fast and flexible extension
to the Scheduler Activation model, together with a user-level software stack to allow
an easy customization of the thread scheduling policy. The application has a complete
control over this scheduling because all decisions are made in user-space. The kernel



mechanisms were fully implemented within Linux (v2.4.19). A POSIX-thread compli-
ant user-level thread library has been developed on top of our software stack, as well as
the PM2 distributed multithreaded programming environment. We conducted a number
of experiments which show that the core mechanisms are very efficient, and that the
overhead introduced within the user-level schedulers is very small.

We plan to measure the impact and the improvement due to the use of these mecha-
nisms within large multithreaded networking applications. We also intend to investigate
the tuning of specific scheduling policies in the PM2 environment, as far as network I/O
operations are concerned. The goal is to maximize the reactivity of the threads in charge
of handling network events so as to speed up the whole distributed application.
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